@.CHECK POINT cp<fe>

CHECK POINT RESEARCH




03

BT 288

ok e B
ZIBIBHT R TIE

2025 FHFHE
HEREEH:

IEEREEES
HERRERTE2025FF5S
PRI FEF 2

ANTEESH
BT

04

05

06

07

08

LHRI
S

=

fesstt

2026
TEA

IEfEcE

R

ZIES

(SRERN=S



48



2025, HBRBHIEEE, SSENEERES

i, BB, HMEESIRENERFIFHR
DTSR T —IERAMRVEE, HIEHEHIR

T EEALM, BB EESATER.

S5578H. EMYNEFN BEMERIEEE S E B
R EEN .

xR VM R EH S I TR EAIRREET N
BT, BRER, WESEEEEN. SUTHE
LTk, BWRTEEE, ATEEESR
e TEME RS S RGeS R EURERS)
RIENZARE, BEEERENIERS eI
SHRBIEE AN, 2025 F, BUERES(E
HhEFIEESERI9E4E observable, (488 7 HRIRGS

AEENNAETERS EEET.
ATESEREEEARVHEMEE, NREFA

TEESA—TEHSGEGS, TLUGE  WEE
EEERER. RRERE, Rt ZEkE
BITIEFA PR R,

HFIRERE AN BEE T RMEE R EEDIE
2R, B TFRRIESISRNRRI N EE K ER
EI5, UNRAERISAT I EnEmnE., #ite
B, UABERERNGFENTE, ERIEE
R EZRIERINITIAK 2026 FREEAIRTE
RETVENSR.

Bl ST AR FE AR S P EIRAVEURAIA 5T
%:Elt%o

Lotem Finkelstein, BlI#&X;, FHZEE

I

LOTEM FINKELSTEINr

59



,.ﬂ Syeeen

I:IX__




Lit_fE_ 5 FEMY:
BETiE

ERTEEET, BRENERREZHAAE?
¥ 2025 FRNEBEENGR, ERERARIE
=, AHEIEKRES, BBETAEHEIE
BIRAIRZEE, (EERHIIGFEE

bR, EMBIRANR. EEERED, HBT
SREBLUET. SMAEME=T5RHEMH
ERERE, LSRRGSR RSN
FEVEIR, MRS IS N ANRI AR
BEElAERS ISt RN R, (B MISAHY
Bt P] REER Rt 75 TUIS BB — 1R BREE.

- »



ZER, HRIREH—ERHE TERENE
E2FE, SESDUREEREIELHE. A,
22025%F, B TIENENSER~BERKE
FREREFEMFRIZIHEE), MEEREDEMD
Bl MAER. RISEAERE RS D E
7EZTE. BRER. SEHHENGE €6
15, WBEBNETEREFEMFNRIEBRRRIHT
RITEWERNHITHIN, BalLIEERE K
L, ClickFixREEREEFRMT. BELLASIE(E
AETHEMNGZIIRE, SEGEEREEHII

BEETPH TR,

ELFRENEHGSENELE TEERRNER
B, SR 7 SR EEANBELER/T,
HEBEEER 7 EXRAEEIER,

@ BTE

WEETRS/M
NERELE FE

ClickFix 3588,
SEOhE

Qoo
°.°
A

WEEIRME
SEEER

WEEEEED

WBEEREEESIEETE
ClickFix s58ERIMEL,

BHERNE.

ClickFix: ##{THEREREE]
ERES ENAETIESR

ClickFix pifs 2025 FREERIFTE TIERMZ

—, ClickFix fxBRfE 2024 3518, ©R—FEY
IRFEUSIA, WEBEEBNEREREIGR LS
SHIRMUEAE N TORIRF, BEERBEE
BRNRE K EEEFIRIEL. SEESTmE
SREFEMHERE, HRGTSERMINTERES
B, DINERETR. BpRinEnisiRZE. &8k
RNEEIEEREFENGETR, HEREE
THEERTINNE, RREEEEIEE.

BEES 69

FEEIED

ClickFix48gut

SR

k Q
B
ZEZEE T ClickFix
A9 TR

CHECK POINT SOFTWARE | 2026 8822 kiR 7



Complete these

_ Verification Steps
Verify you ar

o conlerm you're nol & robol. please

;o IMBARES | pPrass Windows 8 + R to open the Run

diakog
Fress CTRL + V o paste the verfication text

Press Enter o venly wou're not a nobol

needs to rev wayy | oceeding.

By CN Nl lladBul i el

S ek L L

EIERMTZ TR, REACNBTERE EIERHCRE ZERNSENZEE, 8iF
AEEFDEERATRBAMED, HREGEME. —LEANZRIAEEEICTEEER, 5190 RedLine 1
oEEHEU R ERRLLZ2IEHREEN, BB Lumma, Bf5RE T AARENENBEEITE. LK
WEHIFEEN, AR ERHEREF FEWEFIENET, S5 Interlock BhZEREE
EHITRY, MAREIBERIIER SRR B, B, FEEEREERmH M 2 (E
HHEEN. Ft, TR ERETIERIIR, A ClickFix {EAEAIAIEIRE Y, IHRROGIFEIIE
2025 &, ClickFix RY/ESEIELRI—ERIEN0 T4T HEEFERL MonsterV2 SiEEGEES) |
500%, tBEEIF—¥Eriirlameiis 5E) LUK Check Point i3 2 47H9 PureHVNC RAT 72
th#R5 observed, UES), B8R EREMEAVIETE, SRR

F5RY APT dB&tbER A T ClickFix TEREIZERYEHE
B, AR PIERER S FEEI,

ClickFix B IhEE 7 Btk BEE g Tz
iR, 2025 £, EiBfTAERREE

) AR R G T VB AR B S A 17 BV,
REI—EEEIN4] 500%,
EMERE \ EE\E',B N ‘f SEEHRS . FileFix (KIEE BRS04
T HEE— ORI BT — B Windows EIREBEED,
I EE, (FRETTZE O, SR FE LN ENRNE

HRE, IR FE2EXINBEE TR NE RN
17, EMENMERBGEEIEEE S IRIER
TEMRBNEZ. FileFix RAIZIEAMEEE

5= CHECK POINT SOFTWARE | 2026 F4E8Z2#kiR 8


https://www.welivesecurity.com/en/eset-research/eset-threat-report-h1-2025/
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https://www.siliconrepublic.com/enterprise/att-data-breach-shinyhunters-hack-bitcoin-payment
https://www.reuters.com/technology/moodys-says-breach-mgm-is-credit-negative-disruption-lingers-2023-09-13/
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https://www.reuters.com/sustainability/boards-policy-regulation/almost-1-billion-salesforce-records-stolen-hacker-group-claims-2025-10-03/
https://www.reuters.com/sustainability/boards-policy-regulation/almost-1-billion-salesforce-records-stolen-hacker-group-claims-2025-10-03/
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https://www.bleepingcomputer.com/news/security/powerschool-hacker-pleads-guilty-to-student-data-extortion-scheme/
https://krebsonsecurity.com/2025/09/feds-tie-scattered-spider-duo-to-115m-in-ransoms/
https://www.reuters.com/technology/teen-hacked-uber-revolut-grand-theft-auto-maker-london-court-hears-2023-07-11/
https://www.leparisien.fr/high-tech/la-police-interpelle-cinq-hackers-francais-de-haut-vol-derriere-un-celebre-forum-de-vol-de-donnees-25-06-2025-QJTPFTDPQZAP7B25MF24YLHU6E.php
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https://cloud.google.com/blog/topics/threat-intelligence/vietnamese-actors-fake-job-posting-campaigns
https://research.checkpoint.com/2025/nimbus-manticore-deploys-new-malware-targeting-europe/
https://research.checkpoint.com/2025/iranian-educated-manticore-targets-leading-tech-academics/
https://research.checkpoint.com/2025/microsoft-teams-impersonation-and-spoofing-vulnerabilities-exposed/
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https://www.europol.europa.eu/media-press/newsroom/news/key-figures-behind-phobos-and-8base-ransomware-arrested-in-international-cybercrime-crackdown
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w== END COMMANDLINE CONFIGURATION ===

[INFO] Current execution context:

[INFO] Set SeDebuglfrivilege successiully.

[INFO] Set SelmpersonatePrivilege successfully.

[ INFO] Set SeincreassBasePriorityPrivilege succeasfully.
[DEBUGIMUTEX] Trying to lock mutex

[ INFOIMUTEX] Ownership of mutex takenm successfully

[INFO] Gone into background. You can close this console window now.
[INFO} Successful change of ErrorMode

[CEBUG] Current exe path: "Ci\\PerfLogs\\l.exe"

9-Qilin B3, BriTEREMRE

mee END COMMANDLINE CONFIGURATION ===

[ENFO] Currént axecutison context:

[IMFO)] Set SebDebugPrivilege succesafully.

[INFO] Set SelmperscnatePrivilege succeasfully.

[INFO] Set SelncreaseBasePriorityPrivilege succeassfully.
[DEBUG|MUTEX] Trying to lock mutex

[INFO|MUTEX] Ownership of mutex taken successfully

[INFO] Gone into background. You can close thiszs conscle window now.

[INFO] Successful change of ErrorMode
[DEBUG] Current exe path: "C:iZ\PerflLogs\\l.exe"
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https://cybersecuritynews.com/ransomware-attacks-against-food-agriculture-industry-doubled
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