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Security Advisories / Bulletins / vendors Responses linked to Log4Shell (CVE-2021-44228)

Errors, typos, something to say ?

» If you want to add a link, comment or send it to me

» Feel free to report any mistake directly below in the comment or in DM on Twitter @SwitHak

Other great resources

* Royce Williams list is different, listed by vendors responses:
® https://www.techsolvency.com/story-so-far/cve-2021-44228-log4j-log4shell/
o Very detailed list NCSC-NL
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First Log4j exploit installing ransomware

Yesterday, BitDefender reported that they found the first ransomware family being installed directly via
Log4Shell exploits.

The exploit downloads a Java class from hxxp://3.145.115[.]94/Main.class thatisloaded and
executed by the Log4j application.

Once loaded, it would download a .NET binary from the same server to install new ransomware
[VirusTotal] named 'Khonsari.'

This same name is also used as a the extension for encrypted files and in the ransom note, as shown

below.

'3 HOW TO GET YOUR FILES BACKTXT - Notepad2
File Edit View Settings 2

DZ Q| o s G oTR|R

1Your files have been encrypted and stolen by the Khonsari family.

2 If you wish to decrypt , call (225) ~°7 =77 " or email

3If you do not know how to buy btc, use a search engine to find exchanges.
4 DO NOT MODIFY OR DELETE THIS FILE OR ANY ENCRYPTED FILES. IF YOU DO, YOUR FILES MAY BE
UNRECOVERABLE .
sYour ID

is

- ERZER: https://www.bleepingcomputer.com/news/security/new-ransomware-now-being-deployed-in-log4shell-attacks
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